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Please install the latest versions of certificate required to validate esign document (Old certificates already installed on system may be expired):
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. http:imww.cca.gov.infccarsites/defaultfiles/files/CCAIndia2014 cer
. hitpedirepository. rajasthan.gov.in/certificate/RajCompCA1 .cer
. Recommended to install Iatest certificates using above URLs.

After installing certificates on system please follow below steps to validate esign on APAR
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. Open APAR document in latest version of "Acrobat Reader”.

. Once the document is open please click on Esign panel on document.

. A"Signature Validation Status” pop-up will open, please check the signature validation status here.

. If already validated then no further action required but if not and if "Signature validity is UNKNOWN" is written then please click on "Signature Properties”.

. A "Signature Properties” pop-up will open, then click on "Show Signer's Certificate”.

A "Certificate Viewer" pop-up will open, then click on "Trust" section inside the pop-up.

. If latest and proper certificates to validate signature are not installed then in front of all points in "Trust" section a cross mark will appear.

- In "Trust" section click on "Add Trusted Certificates".

. An Acrobat security pop-up will appear, please click on "OK".

. A"Import Contact Setting" pop-up will open in which please check mark on "Use this certificate as a trusted root" and "Certified documents” and then check mark on "Dynamic content”,

"Embedded high priviledge JavaScript” and "Priviledged system operations”.

. Then click on "OK" in "Import Contact Setting” pop-up which will close the pop-up.

After doing this green tick mark will appear in front of all points in "Trust" section in "Certificate Viewer" pop-up.
Then click on "OK" in "Certificate Viewer" pop-up.
Then click "Validate Signature” in "Signature Properties” pop-up.



